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Limitations of the Iranian legal system in protecting personal data in online
banking; A comparative study with the accountability requirements in the
European Union General Data Protection Regulation

Abstract

Online banking, as a key innovation in financial systems, processes vast amounts of
sensitive personal data of customers. Protecting these data legally is a complex
challenge from both technological and legal perspectives. This article comparatively
examines the legal frameworks of Iran and the European Union (General Data
Protection Regulation - GDPR), analyzes the governing principles of data processing,
challenges, and legislative gaps in the Iranian banking system. Moreover, the
enforcement mechanisms for personal data breaches are reviewed emphasizing the
approaches of both legal systems. The findings reveal that the lack of comprehensive
legal structure and the necessity to strengthen effective enforcement are the main
obstacles for efficient data protection, and recommendations are provided to improve
policies and legislation.

Keywords

Online banking, personal data, legal protection, General Data Protection Regulation
(GDPR), civil liability




